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CONOPS (Concept of Operations)

Logos

Covers/Labels Process, Risk, Illustration
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1 Initiate and Plan
IA & C&A

Register System with DoD
Component IA Program

Assign IA Controls

Assemble DIACAP Team

Initiate DIACAP Implementation Plan

Execute DIACAP
Implementation Plan

Conduct Validation Activities

Prepare POA&M

Compile Validation Results
in DIACAP Scorecard

Maintain Situational
Awareness

Maintain IA Posture

Conduct Reviews (Review of IA
Controls must occur at least annually)

Initiate Re-accreditation

Retire System

5 Decommission

Decommission
System    

4 Maintain Authorization to
Operate and Conduct Reviews

2 Implement and Validate
Assigned IA Controls

3 Make Certification Determination
& Accreditation Decision

Make Certification Determination

Issue Accreditation Decision

■ AIS Applications

■ Enclaves

■ Platform
 IT Interconnections

■ Outsourced
 IT-Based Processes
 

DoD Information Systems

Level 4
Imminent

Risk

4

3

2

1

Level 3
Level Name

Level 4
Level
Name

Level 2
Level Name

Level 1
Level Name

photo
example

photo
example

photo
example

photo
example


